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How té protect against
the evolving threats
of today's Internet
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Changing Threat Landscape

Cyber attacks are one of the unfortunate realities of doing business today.
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Today’s Security is Complex and Fragmented
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Any Device tg Any Cloud

1

PUBLIC HYBRID
CLOUD CLOUD

PRIVATE
CLOUD




Your Biggest Security Challenges

& 9x

Maintain Security and Stay ahead of Reduce complexity
Compliance as business the threat landscape and fragmentation
models change (Agility) of security solutions




Re-Think Security Process and Technology

Policy & Access Control
Blocking

Quarantine

Re-Routing Traffic

-------------

Assess Environment & Threat
Visibility & Investigation

Contain §

Fix §

Advanced Content Analysis
Behavior Anomaly Detection



CLOUD-BASED ATTACKS | APPLICATION SITE | MALWARE
REPUTATION | REPUTATION
THREAT INTEL & = @

DEFENSE GLOBAL | LOCAL | PARTNERAPI

Infrastructure j
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MANAGEMENT & _ - H Apps /
CONTEXT IDENTITY | APPLICATION | DEVICE | LocATION. | Tive Services
' hybrid
tenants

@' Workloads 4
NETWORK ACCESS | FW | IPS | VPN | WEB | EMAIL

ENFORCED private
POLICY APPLIANCES | ROUTERS | SWITCHES | WIRELESS | VIRTUAL

___Next Generation Security Architecture




Cisco Security Intelligence Operations

More than US$100 million

24x7x365 _ 600+
: spent on dynamic research and development ) .
Dperatluns engineers, technicians, and
researchers
40+ 80+
Ianguages PH.D., CCIE, CISSP, AND MSCE users
Cisco® SIO
=) @ > Y <
Email Devices Web %Eﬁg |ip5 AnyConnect®
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IPS MNetworks Endpoints
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1.6 million 35%
global sensors worldwide email traffic
100 TB 13 billion
of data received per day web requests
150 million+

. deployed endpoints

® @ ©

Cisco ESA Cisco ASA Cisco WSA

Control
3-to 5- 200+
minute updates parameters tracked
5,500+ 70+
IPS signatures produced publications produced
8 million+

rules per day




COMMON POLICY, MANAGEMENT & CONTEXT

—y &

Who/What is currently connected on the
Network ?

How Do | Control
Who and What Access the
Network/Resources?

How to Quarantine a User ?



Cisco Identity Services Engine (ISE)

Next Generation Network Access Control

|dentity
Context

AAA

Profiling

Posturing

Guest Management

ﬁ @Who ’
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Business-Relevant
Policies
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Next Generation Firewall Servic

Stateful Inspection FW

User Secure Access Any Device

Intrusion Prevention

Application Visibility & Cotrol

Web Security
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Identify & Prevent Botnets -~ ———




Branch Office | \ Mobile User Home Office
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Intrusion Prevention RISk R

What is the Who is the What is the
Attack? Attacker? Target?

Source
Reputation

Detection
Fidelity

Target
Importance

Risk Rating Engine
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Business Class URL Filtering &
Application Visibility & Contol

URL Filtering
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« Constantly updated URL +
database covering
over 50 million sites

worldwide

- 60 languages, 200
countries, 98% coverage

- Real-time dynamic
categorization for
unknown URLs

Apps -

£ ® 7

Micro-apps &

B o

Application
Behavior
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- Broad Classification

of Apps

. Granular enforcement

of behaviors within
applications

- Control user

interaction with the
application




Cisco Cloud Web Security
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Web Page

Web Content
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Cisco Email Security Architecture

Management

Threat Defense

Antispam Data Loss Prevention

Antivirus and Virus Outbreak Filter Encryption




Antispam Defense in Depth
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Known good mail is delivered

Cisco® SIO — Y —

><
Incoming mail Suspicious mail is rate

good, bad, and limited and spam filtered
unknown email

Known bad mail is « > 99% catch rate
blocked before it enters « <71in 1 million
the network false positives




Antivirus Defense in Depth

Virus Outbreak Filters Antivirus Engines
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L gncLomplance _

« Fast setup
» Low administrative overhead

Comprehensive policy creation
and modification

« Exceptional accuracy

+ Direct integration for
enterprisewide DLP deployments

Incidents k/ Policies

atlran]ne
CISCO
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Craditibna¥pted| Frasilimitzegnated into the Network

Anyone Confidential

can read message Email

No guaranteed Read

message recall Receipt

No control Guaranteed

over forwarding Recall
Secure

Reply and forward




Perimeter Security

DATA




Any to Any

DATA




Perimeter Security is not working
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Cisco Cyber Threat Defense: The Need

) Threat Spreads Inside
Customized Threat Bypasses Perimeter

Security Gateways

Firewall

IPS

Web Sec

Email Sec

Customized Cyber Threats Evade Existing Security Constructs

Fingerprints of Threat are Found Only in Network Fabric




The Importance of Detection and Classification

Ability to detect undesirable network traffic and to classify it appropriately

We cannot contain/mitigate what we cannot detect

To detect the abnormal, and possibly malicious, we have to know what’s normal—
we must establish a baseline of network activity, traffic patterns, etc.

A complete picture of everything happening on the network.

Uncover the root cause of security threats

2013 Clsco andios its affiliates. All rights reserved

5 v Cisca Canfidential 25



Key Concept — NetFlow

« NetFlow is like a phone bill

NetFlow provides detailed data such as:
What is talking to what
Direction of traffic
over what protocols and ports
for how long, at what speed

- for what duration
Volume of traffic
What nations traffic is going to
Protocol sequence anomalies




Next Generation Cyber Threat Defense
Visibility, Identity, Reputation, faster Mean Time To Know

Unified View

Threat Analysis and Context in
Lancope StealthWatch

Internal Network and Borders

NetFlow Telemetry
Cisco Switches, Routers, and ASA 5500

« Aggregating, analyzing NetFlow

telemetry data

SEREE

Sophisticated behavioral analysis
Reputation

Modern Detection Algorithms




Next Generation Cyber Threat Defense
Visibility, Identity, Reputation, faster Mean Time To Know

Unified View _ 1
Threat Analysis and Context in » Aggregating, analyzing NetFlow

Lancope StealthWatch telemetry data

» Baseline

» Sophisticated behavioral analysis
» Reputation

* Modern Detection Algorithms

Internal Network and Borders

%

-
NetFlow Telemetry Threat Context Data
Cisco Switches, Routers, and ASA 5500 Cisco |dentity, Device, Posture, Reputation, Application




Cisco Threat Defense Use Cases

- Detecting Sophisticated and Persistent Threats
- |dentifying BotNet Command & Control Activity
» Uncovering Network Reconnaissance

- Finding Internally Spread Malware

+ DDoS attacks

- Revealing Data Loss




Security Information Event Management

SIEM
Log collection
Correlation

Reporting

:*LogRhythm wiTIBCO splunk




Cisco ISE SIEM/Threat Defense Ecosystem

CISCO ISE PROVIDES CONTEXT SIEM/TD TAKE ACTION

_ _ Logs, Correlation, Reporting
Identity, Device Type, Posture,
Authorization Level, Location

Make policy changes on the network

Network quarantine users & devices
via ISE

Discover Defend Remediate

splunk

» Gain Visibility and Take Action
« Make security events actionable in the network
+ Decreased time to detect, assess and respond to security events
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Threat Defense and Intelligence
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Cisco Acquires

sSourcefire
Network Security Advanced
(NGIPS, Application & \EWETE
Access Controls) Protection

Advanced Threat Protection



IDENTIFY ADVANCED

V% ®  CYBER THREATS
& (] o Behavioral Analysis Artificial Intelligence
@ @ %  THREAT BEHAVIOR ANALYSIS
o e . o Leveraging Network, Web, and Identity Context
) - MODERN DETECTION ALGORITHMS
Behavioral Analysis Artificial Intelligence
ﬁ [ ]
oL SELF-LEARNING AND EVASION RESISTANCE
. i & Game Theoretic Self Optimization

Cisco Acqquires
COGNITIVE SECUR\I\YX



Why Cisco Security?

. Architecture Can Solve the Security Challenges of Today and Tomorrow

Unique Context Awareness, Policy, Visibility,
and Control Capabilities

Most Prolific Security Intelligence Operations in the Industry

’ Cisco Security: Investment
o Innovations & Leadership






