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Arquiteturas de Seguranca?

* Para que servem?
— Proteger algo

* Tendencialmente valioso e vulneravel
e Como se faz?
— Com planeamento de um modelo

* Arquitetura de seguranca

— Com uma implementacao
* |Infraestrutu a de segu
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Arquitetura de Seguranca

 Depende da dimensao

* O desenho deve ter como prioridades:
— Agilidade do negdcio

— Desafios sociais e técnicos
— Manter a politica de seguranga
- Incorporar avangos tecnolégicos
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de seguranca

* Politica de seguranca
* Dominios de seguranca (Security Domain)
* Niveis de confianca (Trust Levels)

Divisdo em camadas (Securityll__g_y_

1§
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Politica de Seguranca

* Principio orientador da seguranca dentro da
organizacao

* E 0 conjunto de documentac¢do composta por: '
— Carta de principios de seguranca

i "

— Procedimentos de segurangca
— Guias de utilizacdo de recursos
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Dominios de Seguranca

e Dominio do Utilizador

— Localizacao do utilizador e tipos de dispositivos

 Dominio de Transporte
— Redes de dados: locais e remotas

* Dominio de Apresentacgao
— Servidores Web, mail, FTP, Voip

™
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Niveis de Confianca

* Classificacdo de utilizadores
— Niveis de acesso a Informacao
— Métodos de autenticacao e autorizacao
— Risco
* C(Classificacao de redes
— Nivel de seguranca do acesso (autenticacdo, cﬂ‘;q, om,
— Niveis de acesso a recursos internos da organlza o[
* C(lassificacao de servidores de apresentagao
— Classificacdo da informagdo apresentada
— Acessibilidade dos mesmos '

Classificacdao de Ar ;
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Confidencialidade

Classified

Restricted

Internal in-confidence

External in-confidence

BULLLRET Confidentiality classification
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Divisao em Camadas

* A Divisdao em camadas permite:
— Organizar a informacao pela sua classificacao :
— Organizar os servidores pela sua classificagao

— Organizar as redes pela sua classificacdo

— Organizar os utilizadores e d|5p05|t|vos pela sua.
classificacao ‘
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Infraestrutura de Seguranca

* Documentacao
* Servicos de seguranca

* Tecnologia
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Documentagao

* Politicas

* Standards
— SO 27001/27002
— NIST SP 800-53 :
— SOX .
— PCI DSS
* Procedimentos de seguranca

~ Guias de util
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Framework
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Servicos

* Acdes de sensibilizacao dos utilizadores
— Boas praticas
— Visibilidade

* Administra¢ao da seguranca
— Monitorizacao

— Resposta a incidentes
— Auditorias

iy

. Analise e minim:
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Exemplos de Politicas

NIST SP 800-53
1SO 27001/27002 Rev 2 SECURITY POLICY
07.01.03, “mﬂ] 31‘;;33.{!1, 11.03.02, PL-4, PS-6 Acceitable Use
14.01.02, 14.01.03, 14.01.04, 14.01.05 CP-(1-10) Business Continuity and Disaster Recovery Plan
06.01.04, 06.02.03, 12.01, 12.05, 15.01.02 SA-(1,6,9) Contract Security for Information ‘
12.03.01, 12.03.02, 15.01.06 IA-7, 5C-(8,9,12,13) Cryptographic Controls
07.02, 07.02.01, 07.02.02, 10.07.03 AC-16, MP-3 Data Classification
06, 07.02.02, 09.01, 10, 11, 12,15 MP-1, SC-(8.9), SI-(1,7) Data Protection
06.01.05, 06.01.06, 13.01.01, 13.01,02, 13.02 IR-(1-7) Incident Management
06.01.01, 06.01.02, 06.01.07, 06.01.08 PL-1 Information Security Management
§06.02.01, 07.01.03, 08.02.01, 10.02, 10.10.03, AC{1.2) Information System Authorization and Account
11.01.01, 11.04, 11.05, 11.06.02 Management
0201,070101, 100103, 101005, 1502 Iﬁ%;ﬁ.m;‘; Fiueathion Bysbuski Avdiig & Toiting
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NIST SP 800-53
1SO 27001/27002 SECURITY POLICY
Rev 2
06.01.03, 10, 11, 12, 15 §C-1, SI-1 IT Operations Security
06.01.03, 06.01.05, 08.01, 08.02, 08.03,
13.01, 15.01, 15.02.01 P5-(1-8) Personnel Security for Information Systems
09.01, 09.02, 13.01.02, 14.01.03 PE-(1-1T) Physical and Environmental Security
14.01.02, 08.02.02 RA-1 Risk Management
AC-1, AT-1, AU-1, CA-1,
10.10.01, 10.10.02, 13.01.01, 13.02.03, | CM-1, CP-1, RA-1, MA-1,
15.01, 15.02.01, 15.02.02 MP-1, IA-1, IR-1, PE-1, PL-1, Security Compliance Management
PS-(1.7), SA-(1.9), SC-1, §I-1
05.01.01, 05.01.02 PL-1 Security Policy Architecture
05.01.02, 06.02.03, 08.02.02 AT(1-4) Security Training and Awareness
07.01.02, 07.02, 07.02.01 Appendix B Standardized Glossary - Taxonomy
10.01,04, 10.03.02, 10.07.04, 12.01.01,
12.04.02, 12,04.03, 12.05.01, 12.05.03 SA-(3.8,11) System Development Lifecycle Security

11,02, 11.04.02, 11.05.02




Tecnologia
 Firewalls
® DS
e DLP |
« WAF

* DB Firewall .
* 802.1x e EndPoint Com
* Identlty Awa »

~ -

e A |]T“ "NTICACAa0 FOort



secur.Net

Casos Praticos - Primordios
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Muralha da China
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Cidades entre Muralhas
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Defesa Perimetrica
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Exemplo Modelo Ref: ITSG-38

http://www.cse-cst.gc.calits-sti/publications/itsg-csti/itsg38-eng.html
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Arquitetura
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Corporate
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Corporate w/ Partners Services
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ENTERPRISE
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Novos Desafios
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www.opensecurityarchitecture.org
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Firewall chastar, optionally
with link losd balancing for
natwork high availabiety

Application security pateway,
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Exemplo: Doc. Control

SC-09 Transmission Confidentiality

Control: The information system protects the confidentiality of transmitted information.

Supplemental Guidance: If the organization is relying on a commercial service provider for transmission services as a commodity item rather
than a fully dedicated service, it may be more difficult to obtain the necessary assurances regarding the implementation of needed security
controls for transmission confidentiality. When it is infeasible or impractical to obtain the necessary security controls and assurances of control
effectiveness through appropriate contracting vehicles, the organization either implements appropriate compensating security controls or explicitly
accepts the additional risk. NIST Special Publication B00-52 provides guidance on protecting transmission confidentiality using Transport Layer
Security (TLS). NIST Special Publication 800-77 provides guidance on prolecting transmission confidentiality using IPsec. NSTISSI No. 7003
contains guidance on the use of Protective Distribution Systems. Related security control: AC-17.

Control Enhancements:

(1) The organization employs cryptographic mechanisms lo prevent unauthorized disclosure of information during transmission unless otherwise
protected by alternative physical measures.

Enhancement Supplemental Guidance: Alternative physical protection measures include, for example, protected distribution systems.
Baseline: LOW Not Selected MOD SC-9 HIGH SC-9 (1)

Family: System And Communications Protection

Class: Technical

ISO 17799 mapping: 10.6.1, 10.8.1, 10.9.1

COBIT 4.1 mapping: DS5.11, ACB

PCI-DSS v2 mapping: 4.1, 4.1.1




Always Online, Always Securel

O nosso mundo esta a acabar?

* Novos paradigmas
— Redes Sociais

— Web 2.0, Web 3.0
— Cloud Computing

— SaaS sl |
— Paa$ =
— Mobilidade em Geral
— BYOD
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Nao,
Apenas esta sempre a Mudar!




